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Public- key Cryptography
and its Underlying Problems




RSA, ECC,

CIOIE! 2453
AES, TDEA, Blowfish
LEA, ARIA,...
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o535} I| 2, MAMS

Diffie- Hellman,

" | sHA-384, MD-5,...

HIAIXIE &=

SHA- 1, SHA- 256,
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Discrete __
Logarithm Ié"'Pth
urve
 Key | Group

(Legacy) 80 2TDEA* 1024 160 | 1024 @ 160 SHA- 1**

SHA- 224
@ 3TDEA 2048 224 | 2048 SHA- 512/224
SHA3- 224
SHA- 256
28‘31:;10“30'0 AES- 128 256 | 3072 SHA-512/256|  SHA-1
y SHA3- 256

2016-2030

2016-2030 SHA- 384 SHA- 224
& beyond 192 AES-192 7680 384 7680 384 SHA3- 384 |SHA-512/224
SHA- 256
SHA- 512/256
2016-2030 SHA- 512
& beyond 256 AES- 256 15360 512 | 15360 512 SHA3- 512 SHA- 384

SHA- 512
SHA3- 512
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Quantum Computing,
Quantum Cryptography
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> 2% =&(Quantum Superposition)

« AXIAHO 2E SEAAHA MNE

W=a|00) +B]01) + y|10) + §|11)
| + |B]% + |y|* + 18] =1
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> okT} 948!/(Quantum Entanglement)

« FqubitS DI A2 SEIF0IX 23
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%X}t A 0] E(Quantum Gates)

Operator Matrix
Pauli-X (X) - HE
: 0 —i
Pauli-Y (Y) ¥
s 1 0
Pauli-Z (Z) B 3

Hadamard (H)

Phase (S, P)

o Quantum
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/8 (T) 0
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= Quantum Technology Qiskit Research Pricing Resources v Sign in to Platform

Start | Build | Transpile Verify Run

Create quantum programs that represent your problem using quantum circuits.

Learn more A

https://www.ibm.com/quantum/qiskit
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®» A0 2112|F (Shor’s Algorithm)

AA

Choose m (m<n)

Compute gecd(m,n)

—_ L
Quantum Determine'::iod P ?_JXH AI-%EIE
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Cryptographic _ Purpose Impact from large- scale
Algorithm g guantum computer

X Symmetric Key | Encryption Larger Key sizes needed

SHA Hash functions | Larger output needed
Signatures,
Public Key key No longer secure

establishment

Public Key Signatures, No longer secure
key exchange
i Signatures,
(Finite Field Cryptography) Public Key key exchange Nolonger secure

ol 25 > 7| 20 S ER
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Post- Quantum Cryptography
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arstechnica.com/security

NSA preps quantum-resistant algorithms to
head off crypto-apocalypse

Quantum computing threatens crypto as we know it. The NSA is taking notice

by Dan Goodin - Aug 21, 2015 8:02pm JST Em—m
y Dan in - Au pm JST gy n

=4

IAD will initiate a transition to quantum resistant algorithms in the not too distant future.
Based on experience in deploying Suite B, we have determined to start planning and
communicating early about the upcoming transition to quantum resistant algorithms. Our
ultimate goal is to provide cost effective security against a potential quantum computer. We
are working with partners across the USG, vendors, and standards bodies to ensure there is
a clear plan for getting a new suite of algorithms that are developed in an open and
transparent manner that will form the foundation of our next Suite of cryptographic

algorithms.




w%l:xl' LH*&' ?:!'§(PQC : Post-Quantum Cryptography)
> NIST2| PQC EE3t ZZ H|A XIS AlE

6 Round 1

= 2017.11.307}A] 827}2] 11| ES &=,
2017.12.20.771A] 69712| Round 1 =& M3

= 20 digital signature schemes, 49 Public Key Encryptions (PKE)
& Key Encapsulation Mechanisms (KEM).

O Round 2

= Round 1& &1t 26712] =2 Eue|ES MY,
20194 18 3022 E| Round 2 A|2}

= 9 Digital Signature Schemes, 17 PKEs & KEMs




w%l:xl' LH*E:' ?:!'§(PQC : Post-Quantum Cryptography)
> NIST2| PQC EE3t ZZ H|A XIS AlE

6 Round 3

A\ 4

= Round 2& EJ-l°F77H°| S5 guelgs dg
2020 8E 1L E| AJ2}
= 3 Digital Signature Schemes, 4 PKEs & KEMs

O Round 4

= Round 30j| thisl| =7}4{Ql 2 & 2 ue|SS 43,
20229 78 S5UFE| A%,
= 4 PKEs & KEMs

QO Additional Signatures Round 1

= 271401 HANY S8 ADIZE MY, 2023 787 AR
= 40 Digital Signature Schemes



Post- Quantum

Cryptography

Public Key
Cryptography

= Multivariate-Based
» Code-Based

» Lattice-Based

= Hash-Based

= Isogeny-Based

Multivariate-Based
Code-Based
Lattice-Based
Isogeny-Based
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> PQC UiE 12|15 @: Cigtal- J|BH S
(Multivariate- Based Cryptography)

S0t L= &2 HEC= 0IF0HA 2= AAE

G(x1,X9,...,X,) = (G1(X1, X9, ..., X;,), G2 (X1, X2, ..., Xp),
i Gy (X1, X9, oo, X))

Gl(xl,xZ) =14+ X1+ lexz B X1+ lexz =6
G,(x1,x3) =1+ 3x1 + x5 1+3x, +x5=8
G3(xq1,X3) = x1%x5 + 3x1 + x2 X1Xy+3x; +x5=9

» X1, xz?

y
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(Multivariate- Based Cryptography)
® Security Base

Multivariate SEHHINIA CHH 4= 01X ™ AIS 2=
Quadratic Problem [BSN:NVRGE=E

Isomorphism of P=ToQoS E Bt=E0ot= affine HEt S,
Polynomial Problem [NIE=E == 0NV, =183

BIKI| = ZJ| 042 CHEHA

0|3 CLSHAI
jH jl Ejl'l’l |'Oﬁ x1=2y1_y2 =
1+x; +2x1%, =6 X2=y1+y2 |41 -2Y5+2y1y2+2y1 -y, +1=6

100 o1 ‘

XXy +3x; +x5=9

2y; +2y1y, +6y; —3y, +1=8

3y; +3y1y2 + 6y1 — 3y, = 9
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(Multivariate- Based Cryptography)

® Basic Structure

Encryption/ Signature Verification >

private

Decryption/ Signature Generation

<

CIOIEIS FBtAI(E ) Bla= QIBEBHH HAt
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(Multivariate- Based Cryptography)

pNZS CtA
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= A 82| 27|} oj

(@) (=)
A=

- O UHAl B + HOLS 9l3) 33 B
o] £ 321 20| ZYst4vtEestoz
=232 22| s 7| Af0| 27} 2
712 A3ty ole




el Jith e
(Code- Based Cryptography)

® Coding Theory

Noisy Channel = £6 2E 25

X

encoder » | decoder

BIAIXl + Redundancy

Decoding Algorithm 22 2FJ} M=
3 I AN =HIE Code Word 2 Hi&2

Decoder
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(Code- Based Cryptography)

® Security Base

«” Random Linear Code £ Decode 6t= 2{2 NP- hard
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(Code- Based Cryptography)

® |dea

« &= N0|sy Channel2| Error £ 2t XI5=0
Coding 2 0|&

«/ Code- Based Cryptography= 22| 2 ErrorZ 0| AIXI0fl
= =HIE IF|Z Ol= AF=AIHO| ErrorE 24 XI5t
Decoding J}=olH &
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(Code- Based Cryptography)

crub _ gop GPUb : Pyblic Key
B S,G,P :Private Key
» Encryption
m m SGP z c=mSGP + z
» Decryption

C mSG + zP™1 m SG m
Dewde G151
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(Code- Based Cryptography)
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(Lattice- Based Cryptography)

® | attice

DOIO| MEIGHS M= S2lsl Btat
« Basis : 32t°| &S MHol= SgE ¢
0ol) (1,0),(0,1) € R?2| A& A& x(1,0) +
(x,y €ER) & & RZC| REHEZ2 4

« Basis2| d+ &8
2 X lattice) 2t12 StCH.

o) x(1,0) + y(0,1), (x,y € Z)
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(Lattice- Based Cryptography)

® | attice

o« CiE basis & S5t lattice A Jts
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(Lattice- Based Cryptography)

® Security Base

Worst- case

= Shortest Vector Problem (SVP)

hardness of » Closest Vector Problem (CVP)
solving lattice- = Learning with Errors (LWE)

based problems

= Short Integer Solution (SIS)
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(Lattice- Based Cryptography)

® |attice- based problems

Shortest Vector

Problem (SVP)

y

Lattice base B J} =& = [,
Lattice L(B) OlA JH& =20 0] O

HEE &= =X

b, =(1,1),b; = (1,2)
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(Lattice- Based Cryptography)
® |Lattice- based problems

Lattice base B 2 target vector tJ}
sl | =0i5i2 O, Lattice Point v €(B) =
Problem (CVP) tSF WY 4R & &7




EVES exiyess

> PQC HE 12|15 ®: ZA- |8t S
(Lattice- Based Cryptography)

® Basic Concept

Encryption Decryption
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(Lattice- Based Cryptography)

e B
= Worst-case 7|4t = 3| 48&|= MLWE,
Strong Security Proof MLWR =4 S0| &2
LWE, LWR =A|0j| H|3{
« H|ZH Al ’ o
HIaLA 52 AL} oL5HA|

Implementation oy 2|2 OFS
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= MEE| Ha| AF2E]0] 2 Transport Layer Security (TLS),
Secure Shell (SSH) 2t 22 Ctst SE0M A E = U=
HOYS 710}

7 FsHIgnE84

» 371, teE, ME2| 37| deja 52 AL 7| 4,
S/M71 A, 17| A2l 35, 5=} 4l ES 1
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7| =2 A0 2L0] 128-bit H| =& 7}A| =t (eg. AES128)

SE320]| ci5H 256-bit H| =2 7}A|
(eg. SHA256/SHA3-256)

e

rir

7| HZA0f| A0 192-bit H| =5 7[Al= &= (eg. AES192)

S=540] Clisl| 384-bit H| =& 7R |= =5
(eg. SHA384/SHA3-384)

7| 2 AL0] 0] 256-bit H| =& 7FAl= 4= (eg. AES256)




WNIST PQC 3rd-round Candidates

2 Third- Round Finalists

Public- Key Encryption/ KEM
N TRU

NTRU Prime
—————— R

Digital Signatures

GeMSS
Picnic

4th—round Candidates
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Public key size | Private key Ciphertext/ Signa

(in bytes) size ture size
(in bytes) (in bytes)
1 Kyber512 800 1632 768
2 Dilithium2 1312 2528 2420
3 Kyber768 1184 2400 1088
5 Falcon1024 1793 2305 1330
5 Kyber1024 1568 3168 1588
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Other Quantum Communication Equipments



V=7 £7t5 H2|(No Cloning Theorem)

AT HIE| DB SRS 4 As
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EER = BB84
BB84 Protocol + o ectinewrsas: - Charles Bennett 2} Gilles BrassardJ}
X ’ \ Diagonal Basis 1984"'&0‘” I'”(&"
+ + X + X X X 5=
0000000e = 2IHY) E F UEOZ HRAIA
IT=28fT8ad= 012 =&

~

L 1 AN Ao =
aFo alimie,

00000000

= HEO| UL SAl BH| A0A S

» SHI2Jts 82l(No- cloning
theorem) 0f| 2IoH =& SA| 2}
gll=E 0 Z2XIE

(Sender)

» 2o 5142 0| 8351HH Shor 2 12|Z0|Lt Grover 2 112|&0| 24
CHANO| E|R| O43. 2t ALS-20f| OF2SH Sl HitHO 2 07 ZILC,
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(Quantum Random Number Generator)

-

Random bit
sequence

“click” = 1







